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1.0 INTRODUCTION

The Polish Psychologists’ Association (PPA) respects your privacy and is committed
to protecting your personal data. This Privacy Notice explains how we collect, process,
store, and share personal data in compliance with current data protection legislation,
including the General Data Protection Regulation (EU/2016/679) (GDPR), the Data
Protection Act 2018, and the Privacy and Electronic Communications (EC Directive)
Regulations 2003.
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We process personal data lawfully, fairly, and transparently, for specified purposes only.
This Policy also explains your legal rights and how to exercise them.

2.0 SCOPE

e This policy applies to all personal data processed by PPA, including:
Clients and service users of psychological and support services.
Employees, trustees, contractors, and volunteers.

Members, donors, and supporters.

Visitors to our website and digital platforms.

3.0 DEFINITIONS

Personal Data: Personal data is defined by the UK GOPR and the Data Protection
Act 2018 (collectively, "the Data Protection Legislation") as 'any information
relating to an identifiable person who can be directly or indirectly identified in
particular by reference to an identifier'. In simple terms, personal data is any
information about you that enables you to be identified. Personal data covers
obvious information such as your name and contact details, but it also covers
less obvious information such as identification numbers, electronic location
data, and other online identifiers.

Special categories of personal data: Any information which relates to an individual’s
health, sex life, sexual orientation, race, ethnic origin, political opinion, religion, and
trade union membership. It also includes genetic and biometric data (where used for
ID purposes).

Criminal offence data: Any informations which relates to an individual’s criminal
convictions and offences.

Processing: Any operation performed on personal data, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.
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Controller: The entity that determines the purposes and means of processing personal
data.

Processor: The entity that processes personal data on behalf of the controller.

4.

5.

0 LAWFUL BASIS FOR PROCESSING
PPA processes personal data on the following legal grounds:
Contract - to provide agreed services.
Legal Obligation - to meet statutory duties (e.g., safeguarding, HMRC).
Vital Interests - to protect life or prevent serious harm.

Legitimate Interests - to support our charitable objectives, unless overridden by
individual rights.

Consent - where required (e.g., marketing communications).

0 CATEGORIES OF DATA COLLECTED

We collect, use, store and transfer different categories of Personal Data about

you which we have grouped together as follows:

Identity Data includes first name, maiden name, last name, username or similar
identifier, marital status, title, date of birth and gender.

Contact Data includes billing address, delivery address, email address and
telephone numbers.

Financial Data includes bank account, payment card details, and payroll data.

Transaction Data includes details about payments to and from you and other
details of products and services you have purchased from us.

Technical Data includes internet protocol (IP) address, your login data, browser
type and version, time zone setting and location, browser plug-in types and
versions, operating system and platform and other technology on the devices
you use to access our website or intranet.

Profile Data includes your username and password on our website, our intranet,
purchases or orders made by you, your preferences, and feedback and survey
responses.

Usage Data includes information about how you use our website, intranet,
products and services.

Marketing and Communications Data includes your preferences in receiving
marketing from us and our third parties and your communication preferences.



Polish Psychologists’ Association Ltd.
POSK 238-246 King Street
Hammersmith London W6 ORF

® www.polishpsychologists.org

PPAG

@ info@polishpsychologists.org

Polish Psychologists’ Association Charity Registered No 1146273

e Special Categories of Data are details about your race or ethnicity, religious or

philosophical beliefs, sex life, sexual orientation, political opinions, trade union
membership, information about your health and genetic and biometrie data).
We may collect certain special categories of data and we may collect
information about criminal convictions and offences due to the nature of aur
business.

Questions, queries, and feedback left through the website

Parts of aur website may ask individuals for mare information so that they can
use services or complete transactions (via Donate button) They will always be
informed when this information is being collected. In many cases they will be
asked to enter it - for example, an email address for correspondence. This
information will only be used for the purposes stated. We treat their information
confidentially and we will never sell it.

We also collect, use and share Aggregated Data such as statistical or
demographic data for any purpose. Aggregated Data may be derived from your
Personal Data but is not considered Personal Data in law as this data does not
directly or indirectly reveal your identity.

6.0 METHODS OF DATA COLLECTION

co

Where we need to collect Personal Data by law, or under the terms of a
ntract we have with you, and you fail to provide that data when requested, we

may not be able to perform the contract we have or are trying to enter into with
you (for example, to provide you with goods or services or employee benefits). In
this case, we may have to cancel a product or service you have with us, but we will
notify you if this is the case at the time.

6.
Di
fill

1. We use different methods to collect data from and about you including:
rect interactions. You may give us your Identity, Contact and Financial Data by
ing in forms or by corresponding with us by post, phone, and e-mail or otherwise.

This includes Personal Data you provide when you:

contact us for assistance through the helpline or email.

apply for a tenancy or other services;

create an account on our website;

subscribe to our service or publications;

request materiat to be sent to you;

enter a promotion or survey;

give us same feedback;

provide unsolicited information to us;

apply for employment with us, or when you become an employee;
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e contact us for assistance through the helpline or email.

Automated interactions. As you interact with our website or intranet, we may
automatically collect Technical Data about your equipment, browsing actions and
patterns. We collect this Personal Data by using cookies, and other similar
technologies.

Third parties (or publicly available sources). We may receive categories of
Personal Data about you from various third parties and public sources as set out
below:
e Technical Data from analytics providers such as Google; advertising networks
and search information providers.
e Contact, Financial and Transaction Data from providers of technical, payment
and delivery services.
e Identity and Contact Data from data brokers, aggregators or recruitment
agencies.
e Identity and Contact Data from publicly availably sources such as Companies
House and the Electoral Register.

6.2. We will only use your Personal Data when the law allows us to. Most
commonly, we will use your Personal Data in the following circumstances:
e Where we need to perform the contract we are about to enter into, or have
entered into, with you.

e Where it is necessary for our legitimate interests (or those of a third party), so
far as your interests and fundamental rights do not override those interests.

e Where we need to comply with a legal or regulatory obligation.

¢ We may also use your Personal Data in the following situations, which are likely
to be rare:

Where we need to protect your interests (or someone else's interests).
Where it is needed in the public interest or for official purposes.

6.3. Who Has Access to Your Data - For registered clients, personal information may
be accessed by: Our psychologists, consultants, therapists, as necessary to provide
optimal support and access client accounts and clinical records. Our system
administrators

Generally, we do not rely on consent as a legal basis for processing your
Personal Data other than in relation to sending direct marketing communications
to you via email or text message. You have the right to withdraw consent to
marketing at any time by contacting us.
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7.0 PURPOSES OF PROCESSING

Purpose / Activity Type of Data Legal Basis
Service provision (therapy, support, Identity, @ Contact, Special Contract, Consent, Legitimate
volunteering) Categories Interests
Managing membership, trustees, . ) _

Identity, Contact, Profile Contract, Legitimate Interests
volunteers
Donations and fundraising Identity, Contact, Financial Legal  Obligation,  Legitimate

Interests

Identity, Special Categories

Safeguarding and risk management Criminal Data

" Legal Obligation, Vital Interests

Marketing (emails, newsletters) Identity, Contact, Preferences Consent
Website analytics and improvement Technical, Usage Legitimate Interests
Legal and regulatory compliance  All relevant data Legal Obligation

8.0 WEBSITE VISITORS

PPA collects non-personal information of the sort that web browsers and
servers typically make available, such as the browser type, language
preference, referring site, and the date and time of each visitor request. PPA's
purpose for collecting non-personal information is to better understand how
visitors use our website. From time to time, PPA may release non-personal
information in the aggregate, for example, by publishing a report on trends
in the usage of its website.

Certain visitors to PPA's website choose to interact with PPA in a way that
requires us to gather personal information. The amount and type of
information that we gather depends on the nature of the interaction.

Under the General Data Protection Regulation 2018 visitors have the right to:
ask us not to process or retain their personal data

e see information we hold about them

e ask for inaccurate personal data to be corrected

PPA's website contains links to, and may be linked from, other
organisations' websites. When individuals come to our website from another
website, we may get personal information about them from the other website.
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9.0 EMBEDDED CONTENT

Certain pages on our site may feature embedded content, such as YouTube
videos. Embedded content functions similarly to if you were visiting the
originating website.

These websites may collect data about you, use cookies, embed additional
third-party tracking, and monitor your interaction with the embedded content,
including tracking your interaction if you have an account and are logged in to
that website. Below is a list of the services we utilise:

Facebook: Our Facebook page plugin displays our timeline on our site. Facebook
operates under its own cookie and privacy policies, beyond our control. No
Facebook cookies are installed until you consent, and your IP is not transmitted
to a Facebook server until then. For details, see Facebook Privacy Policy
Instagram: Instagram content embedded on our site is subject to Instagram’s
cookie and privacy policies, over which we have no control. No Instagram cookies
are installed until you consent, and your IP is not sent to an Instagram server
until then. For details, see Instagram Privacy

10.0 MARKETING

We strive to provide you with choices regarding certain Personal Data
uses, particularly around marketing and advertising. We have established the
following Personal Data control mechanisms:

Promotional material from us. We may use your ldentity, Contact,
Technical, Usage and Profile Data to form a view on what we think you may
want or need, or what may be of interest to you. This is how we decide which
products, services and offers may be relevant for you (we call this
marketing).

e You will receive marketing communications from us if you have requested
information from us or purchased products or services from us and, in
each case, you have opted-in to receiving that marketing.

e Third-party marketing. We will get your express opt-in consent before we
share your Personal Data with any company outside PPA for marketing
purposes.

e Opting out. You can ask us or third parties to stop sending you
marketing messages at any time by following the opt-out links on any
marketing message sent to you.

e Where you opt-out of receiving these marketing messages, this will not
apply to Personal Data provided to us as a result of a product/service
purchase, warranty, product/service experience or other transactions.


https://www.facebook.com/privacy
https://help.instagram.com/519522125107875
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11.0 CLINICAL SERVICES

At PPA we collect information during registration and clinical services. By
providing this information, you consent to its use as described below. Registration
entails providing personal contact details, including name, email address, postal
address, and phone number. This information helps identify prior consultation
and therapy engagements and allows us to contact you regarding your
consultation, therapy. During registration, we may inquire about attending with
a partner or any accessibility requirements to prepare adequately for
consultations, whether individual or couples therapy.

Referrals from professionals like GPs may include registration details and
occasionally brief summaries, potentially containing sensitive personal data
concerning healths. Such disclosures require your awareness and consent for
referral to our services.

When registering for clinical services, we may request your GP’s contact
details. Routine contact with your GP is infrequent; however, coordinated care
may necessitate occasional contact, with prior consultation.

Due to consultation and therapy’s nature, sessions may involve discussing
personal and sensitive information about relationships and family. Specialists
may summarise session content and key themes, occasionally referencing
sensitive personal data relevant to relationship therapy. Sensitive information
remains confidential, with handwritten notes serving as memory aids and
progress monitors, securely stored and periodically destroyed.

Correspondence between you and PPA typically forms part of your clinical

file.

12.0 CHANGE OF PURPOSE

We will only use your Personal Data for the purposes for which we collected
it, unless we reasonably consider that we need to use it for another reason
and that reason is compatible with the original purpose and the law.

If we need to use your Personal Data for an unrelated purpose, we will notify
you and we will explain the legal basis which allows us to do so.

Please note that we may process your Personal Data without your
knowledge or consent, in compliance with the above rules, where this is
required or permitted by law.

13.0 DISCLOSURES OF PERSONAL DATA - DATA
SHARING

We may disclose your personal information if we are under a duty to
disclose or share visitors' personal data to comply with a legal obligation or
for law enforcement purposes. We may have to share your Personal Data with
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the parties set out below for the purposes set out in the table above.
e External Third Parties: service providers acting as processors who provide
IT and system administration services.

e Other Third Parties to whom we may choose to sell, transfer, or merge
parts of aur business or aur assets. Alternatively, we may seek to acquire
other businesses or merge with them. If a change happens to our business,
then the new owners may use your Personal Data in the same way as set
out in this Privacy Notice.

e Professional advisers acting as processors or joint controllers including
lawyers, bankers, auditors and insurers who provide consultancy, banking,
legal, insurance and accounting and payroll services.

e HM Revenue & Customs, regulators and other authorities acting as
processors or joint controllers who require reporting of processing
activities in certain circumstances.

e Regulators and authorities: Charity Commission, ICO, police, safeguarding
agencies.
e PPA does not sell personal data.

PPA may collect statistics about the behaviour of visitors to its website and
may display this information publicly or provide it to others. However, PPA
does not disclose any of your personal information.

We require all third parties to respect the security of your Personal Data
and to treat it in accordance with the law. We do not allow aur third-party
service providers to use your Personal Data for their own purposes and only
permit them to process your Personal Data for specified purposes and in
accordance with our instructions.

We will only store your personal data in the UK. This means that it will be
fully protected under the Data Protection Legislation.

14.0 INTERNATIONAL DATA TRANSFERS

By default, data is stored in the UK.
If processed outside the UK/EEA, PPA ensures equivalent protection through
adequacy decisions or Standard Contractual Clauses.

15.0 DATA RETENTION

We will only retain your Personal Data for as long as necessary to fulfil the
purposes we collected it for, including for the purposes of satisfying any legal,
accounting, or reporting requirements.
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To determine the appropriate retention period for Personal Data, we consider
the amount, nature, and sensitivity of the Personal Data, the potential risk of harm
from unauthorised use or disclosure of your Personal Data, the purposes for which
we process your Personal Data and whether we can achieve those purposes through
other means, and the applicable legal requirements.

In some circumstances we may anonymise your Personal Data (so that it can no
longer be associated with you) for research or statistical purposes in which case we
may use this information indefinitely without further notice to you.

e Clinical records: 5 years after service ends.

e Governance and trustee records: 5 years.

¢ HR and volunteer records: 5 years post-engagement.

e Financial records: 6 years (HMRC).

e Donor and supporter records: as long as relationship continues + 6 years.

16.0 DATA SECURITY

The security of your Personal Information is important to us but remember that
no method of transmission over the Internet, or method of electronic storage is
100% secure. While we strive to use commercially acceptable means to protect
your Personal Information, we cannot guarantee its absolute security.

We have put in place appropriate security measures to prevent your Personal
Data from being accidentally lost, used or accessed in an unauthorised way, altered
or disclosed. In addition, we limit access to your Personal Data to those employees,
agents, contractors and other third parties who have a business need to know. They
will only process your Personal Data according to our instructions, and they are
subject to a duty of confidentiality.

We have procedures in place to deal with any suspected Personal Data breach
and will notify you and any applicable regulator of any breach where we are legally
required to do so.

17.0 COOKIES AND ANALYTICS

To enrich and perfect your online experience, PPA uses "Cookies", similar
technologies and services provided by others to display personalised content,
appropriate advertising and store your preferences on your computer.

A cookie is a string of information that a website stores on a visitor's
computer. The browser provides this information to the website each time the visitor
returns. PPA uses Cookies to help identify and track visitors and their website
access preferences. PPA's visitors who do not wish to have cookies placed on their
computers should set their browsers to refuse Cookies before using PPA websites,
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with the drawback that certain features of PPA' websites may not function properly
without the aid of Cookies.

By continuing to navigate our website without changing your cookie settings,
you hereby acknowledge and agree to PPA's use of Cookies.

You can choose to enable or disable Cookies in your internet browser. Most
internet browsers also enable you to choose whether you wish to disable all Cookies
or only third-party Cookies. By default, most internet browsers accept Cookies, but
this can be changed.

To find out more about Cookies, including how to see what Cookies have been
set and how to manage and delete them, visit www.aboutcookies.org or
www.allaboutcookies.org

To opt out of being tracked by Google Analytics across all websites visit
http://tools.google.com/dlpage/gaoptout

You can choose to delete Cookies on your computer or device at any time,
however you may lose any information that enables you to access our site mare
quickly and efficiently including, but not limited to, login and personalisation
settings. It is recommended that you keep your internet browser and operating
system up-to-date and that you consult the help and guidance provided by the
developer of your internet browser and manufacturer of your computer or device if
you are unsure about adjusting your privacy settings.

18.0 RIGHTS OF DATA SUBJECTS

Under certain circumstances, you have rights under data protection laws to the
following:

e request access to your Personal Data.

e request a correction to your Personal Data.

e request erasure of your Personal Data.

e object to processing of your Personal Data.

e restrict processing your Personal Data.

e request the transfer of your Personal Data.

e withdraw any consent that you have previously given.

If you wish to exercise any of the rights set out above, please contact our Data
Protection Contact (rada@polishpsychologists.org). You can also contact the
Information Commissioner's Office

You will not have to pay a fee to access your Personal Data (or to exercise any
of the other rights). However, we may charge a reasonable fee if your request is
clearly unfounded, repetitive or excessive.

18.1. Complaints and Breach Reporting

e Data concerns should be reported to the DPO.


http://www.aboutcookies.org/
http://www.allaboutcookies.org/
http://tools.google.com/dlpage/gaoptout
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e Breaches investigated and reported to ICO within 72h if required.
e Individuals notified if risk of harm arises.

19.0 PROCEDURES FOR EXERCISING RIGHTS

e Requests must be submitted in writing.

e PPA may verify identity before acting.

e Response time: 1 month, extendable for complex requests.
e Requests are logged and monitored by the DPO.

20.0 REFERENCES

1. General Data Protection Regulation 3. ICO Guidance on GDPR Compliance
(EU/2016/679) 4. BPS Code of Ethics and Conduct
2. Data Protection Act 2018 5. Charity Commission Guidance
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